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There are many tools that provide the capability to capture and analyze network traffic.  There 

are many names that are used as well such as network sniffer, trace tool and protocol analyzer. 
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Capturing a trace of network traffic is only the beginning.  Making an accurate analysis of the 

captured data is the primary purpose in capturing network traffic. 
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Wireshark is an open source tools that provide both the ability to capture network traffic as well 

as analyze the captured traffic. 
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Tools such as Wireshark can be helpful in many areas.  One area of concern to many system 

administrators is network performance tuning of servers and clients. 
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There are several points in a network path at which events can occur that can impact network 

performance. 
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Default or mistuned protocol parameters can result in inefficient transmission of data across the 

network. 
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Properly tuned protocols provide for more efficient transmission of traffic.  Tuning is a process 

that tailors the protocol parameters to the specific network environment that is in use.  If the 

networking environment changes then tuning for those changes will be necessary to insure 

optimal configuration of the protocols on the servers and clients. 
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Captures of network traffic can be taken at various locations in the network.  Depending on the 

environment, the access that is available and the purpose of the capture one position may be 

more desirable than others. 

 

Captures may be obtain at the server or client by running tools such as Wireshark or tcpdump.  

This is not always an option as some device may not provide the option for such tools.  The 

capture applications running on the server/client does consume system resources and this may 

impact the flow of traffic in a sensitive environment. 

 

Captures may also be made by using port mirror functions of the network switches.  Not all 

switch provide mirror capabilities.   Port mirroring function in the switch tend to be lower priority 

functions and may not mirror all traffic to the target port in high utilization situations. 

 

Captures may also be made by the insertion of a in-line trace tool or a media tap.  This require 

an outage be scheduled for insertion and removal. 
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Network traffic captures at the sending device of a flow of traffic allows measurement of the 

latency through the network (round trip) including latency that occurs within the receiving system.  

 

Capturing at the sender potentially provides an inflated measurement of real throughput of the 

network due to retransmission being captured. 
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Network traffic captures at the receiving device of a flow of traffic allows measurement latency 

that occurs within the receiving system only. 

 

Capturing at the receiver provides for a more accurate measurement of real throughput of the 

network. 
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tcpdump -w file.cap -i eth0 

 

All traffic on eth0 interface is captured and written to file.cap  The first 96 bytes of each frame are captured 

 

 

tcpdump -w file.cap -i any 

 

All traffic occurring on any network interface will be captured and written to file.cap 

 

 

tcpdump -w file.cap -i eth0 -s 0 

 

All traffic on eth0 interface is captured as a full frame capture and written to file.cap  

 

 

tcpdump -w file.cap -i eth0 not port 22 

 

All traffic other than port 22 traffic on eth0 interface is captured and written to file.cap  The first 96 bytes of each frame are captured.  

 

tcpdump -w file.cap -i eth0 host 10.1.1.3 and host 10.1.1.5 

 

All traffic that contain both the addresses of 10.1.1.3 and 10.1.1.5 on eth0 interface is captured and written to file.cap  The first 96 bytes 

of each frame are captured.  
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